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Background and Experience
We operate across the ASEAN region with offices established in Kuala Lumpur, Malaysia and

Bangkok, Thailand. We are independent and committed to your long-term goals by bringing a

fresh, independent perspective, high passion to do an outstanding job and delivering cost-

effective, innovation and high value services using global methodology and framework with our

best cyber expertise certified by well-known cyber security certifications.

We trust you will recognize our pragmatic ‘hands on’ style in the way we have structured our

team, our approach and our deliverables. Our approach is based on the simple notion that the

success of this project is measured by the results obtained and not just successful completion.

Bangkok, 

Thailand
Kuala Lumpur

Malaysia



© Copyright 2022. Secure D Center. All rights reserved. 2

Cyber Incident 

Response

And Digital 

Forensic

Compromised 

Assessment and 
Cyber Threat 

Hunting

Compliance 

and Audit

Our cyber security professionals have extensive experience in Incident Response, Threat Hunting, Digital Forensic and Investigation,

and understand the technical and real-world scenario of cyber attack

Professional Services

Cybersecurity Professional Services

Security 

Assessment and 
Penetration 

Testing
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Security Assessment and Penetration Testing

Cybersecurity Professional Services

❑ Vulnerability Assessment (VA)

❑ Infrastructure and Network Penetration Testing

❑ Web and Web Application Penetration Testing

❑ Mobile Application Penetration Testing

❑ Kiosk , ATM , VTM Penetration Testing

❑ Red Teaming Operation

This service included Red Teaming, Penetration Testing, and Vulnerability
Assessment. Our methodology is developed based on various of penetration
testing framework and standard including NIST, Cyber Kill Chain,
CBEST/CREST STAR and OWASP for our methodology.
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Cyber Incident Response and Defensive Service

Cybersecurity Professional Services

❑ Cybersecurity Incident Response (IR)

❑ SOC Improvement Consultant

❑ Digital Forensic and Incident Case Investigation (DF)

❑ Compromised Assessment (CA)

❑ Threat Hunting

❑ Cybersecurity Incident Exercise / Tabletop Exercise (TTX)

❑ Threat Intelligence (TI)

Our cyber security professionals have extensive experience in Incident
Response, Threat Hunting, Digital Forensic and Investigation, and understand
the technical and real-world scenario of cyber attack
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Compliance and Audit  

Cybersecurity Professional Services

❑ ISO27001 Implementation Consulting

❑ IT and IT Security Compliance Consulting

❑ Internal IT Audit (IA)

❑ NDID MQA Assessment

❑ IT Security Awareness Training

❑ Phishing Drill Testing

Our cyber security professionals specialize in IT Security consulting including
SSDLC, PCI DSS, ISO27001 and other Compliances / Regulations with
comprehensive experience in implementation of related processes in term of
technical and business
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SECPlayground – Cybersecurity Training Platform

Cybersecurity Training Platform

❑Cybersecurity Knowledge

❑Network Security and Web Application Security

❑Forensic (Network Analysis ,Disk Analysis ,Log Analysis ,Memory Analysis

❑Privilege Escalation

❑New Public CVEs

❑Secure Software Development (SSDLC) and Secure Source Coding

❑Mobile Security

❑SOC Analyst and Incident Response

SECPlayground is a cyber security training platform. We offer approachable
and accessible hands-on exercise and content by domain experts
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Cybersecurity
Challenges
• The National Cyber Security
• Authority (NCSA) - THNCA Cyber Academy

• The National Cyber Security Authority (NCSA) 
• - Capture the Flag (CTF)

• ICT Mahidol
• - STDiO CTF Competition 2020

• Royal Thai Armed Forces -
• Cybersecurity Contest 2020

• Technology Crime Suppression Division
• - Cybersecurity Conference 2019
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Ammarit Thongthua – CEO @ Secure-D Center

Whoami

Background
• Ammarit has over 18 years of hands-on experience in information systems security and penetration testing. He is proficient in the areas of 
penetration test, security assessment, information security management, and IT security solution and implementation.
• He conducted penetration test, security source code review, and performed information security operation for large TELCO and large E-
commence company. He had implemented various kinds of security system and solution i.e. Intrusion Prevention Detection, Advance 
Persistence Threat detection, Anomaly Detection, Antivirus, VPN, Security Information and Event Management (SIEM), Vulnerability
Management, and Data Loss Prevention. He also has experience in PCI-DSS, ISO27001 standard implementation.

Professional and Industry Experience:
• Published CVE security ( CVE-2020-14558, CVE-2020-14564, CVE-2020-9672, CVE-2020-9673,CVE-2020-5962, CVE-2020-3961, 
CVE-2019-8256, CVE-2019-9490, CVE-2019-7000, CVE-2018-1067, CVE-2016-5331) in many enterprise softwares and products
• Managed IT security projects including penetration test project and IT security solution implementation project for large medium & large 
banks and telecommunication.
• Performed black-box and grey-box Mobile Application Penetration tests and security source code review for large telecommunication, 
medium & large banks and large E-Commerce company on e.g. Electronic Payment, Online Service system.
• Performed security assessment on legacy application and system for the largest telecommunication in Thailand. 
• Performed penetration test on Electronic Data Capture (EDC) machine, Automated Teller Machine (ATM), and Kiosk for large bank and 
telecommunication.
• Conducted the training for technical staff on Secured Software Development Life Cycle course (SSDLC) for large telecommunication 
and E-Commerce company.
• Conducted research on new technology and tool to improve IT security and Defense in Depth: Security Information Management 
system, Vulnerability Management, Computer Forensics, Spam mail filtering, etc.
• Conducted the training and knowledge sharing for OWASP and 2600 Thailand IT security community.

Certification:
- CISSP, CISM, GXPN, OSCP, C|EHv6, CompTIA Security+, CCNA, CCNP
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Sumedt Jitpukdebodin – CPO @ Secure-D Center

Whoami

Background
• Sumedt has over 14 years of hands-on experience in information systems security and penetration testing. He is proficient in the areas of 
penetration test, Incident handling and response, digital forensic and investigation.
• He conducted penetration test, security source code review, security consultant and performed information security operation for many 
enterprise company in Thailand. He had implemented various kinds of security system and solution i.e. Intrusion Prevention Detection, 
Advanced Persistent Threat detection, Anomaly Detection, Antivirus, Security Information and Event Management (SIEM), Vulnerability 
Management. 
• He wrote a Thai security book name’s “Network Security and Penetration Testing”

Professional and Industry Experience:
• Published CVE security vulnerabilities (CVE-2019-6832) on Schneider Electric homeLYnk product
• Managed IT security projects including penetration test project and IT security solution implementation project for large medium & large 
banks and telecommunication.
• Performed black-box and grey-box penetration test, mobile application penetration tests and security source code review for enterprise 
companies in SEA country.
• Performed incident response, digital forensic, log analysis and malware analysis for medium and large companies. 
• Conducted the practical ethical hacking subject for master degree student in lecturer position at Mahidol university.
• Researched on new blue team and red team technique: malware analysis, digital forensic, APT activity, security solution, evading 
antivirus, obfuscate payload, bypassing security perimeter, etc.
• Developed training platform for educate security operator.
• Cybersecurity challenge (CTF) creator in many security events in Thailand.
• Implemented, customized, and configured on security device e.g. IPS, IDS, Web Application Firewall and SIEM.
• Created curriculum and conducted security training courses in network, web application security, log management, incident response, 
for large companies.
• Conducted the training and knowledge sharing for OWASP and 2600 Thailand IT security community.

Certification:
- CC, GPEN, OSCP, CPTE, CompTIA Pentest+, CompTIA CySA+, CompTIA Security+, eCPPT, eWPT
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Certification
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10 Cybersecurity Certifications
Certification Price Type of 

Certification Level

CompTIA Security+ $392 Fundamental Beginner

CompTIA CASP+ $494 Management Intermediate

CompTIA Pentest+ $392 Offensive Beginner

(ISC)² Certified Information System Security 
Professional (CISSP) $749 Management Advanced

ISACA Certified Information Security Manager 
(CISM) $760 Management Advanced

ISACA Certified Information Systems Auditor 
(CISA) $760 Management Advanced

Offensive Security Certified Professional 
(OSCP) $1599 Offensive Intermediate

Offensive Security Web Expert (OSWE) $1599 Offensive Intermediate
eLearnSecurity Junior Penetration Tester (eJPT) $200 Offensive Beginner
GIAC Reverse Engineering Malware (GREM) $949 Defensive Intermediate

*** Disclamer: The list of Certification was gathering from Reddit user only
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Top 10 Cybersecurity Certifications with ChatGPT
Certification Price Type of 

Certification Level

Certified Information Systems Security 
Professional (CISSP) $749 Management Advanced

Certified Information Systems Auditor (CISA) $760 Management Advanced
Certified Ethical Hacker (CEH) $1199 Fundamental Beginner
GIAC Certified Incident Handler (GCIH) $949 Fundamental Beginner
CompTIA Security+ $392 Fundamental Beginner
Certified in the Governance of Enterprise IT 
(CGEIT)

$575 Management Advanced

Certified Information Security Manager (CISM) $760 Management Advanced
Systems Security Certified Practitioner (SSCP) $249 Fundamental Beginner
Certified in the Risk and Information Systems 
Control (CRISC)

$575 Management Advanced

Certified Information Systems Security 
Professional (CISSP) - ISSEP

$599 Management Advanced

*** ChatGPT training data was not more than 2021 



© Copyright 2022. Secure D Center. All rights reserved. 14

Top 10 Technical Cybersecurity Certification
with ChatGPT

Certification Price Type of 
Certification Level

Certified Information Systems Security 
Professional (CISSP) $749 Management Advanced

Certified Ethical Hacker (CEH) $760 Management Advanced
GIAC Certified Incident Handler (GCIH) $949 Fundamental Beginner
CompTIA Security+ $392 Fundamental Beginner
Offensive Security Certified Professional (OSCP) $1599 Offensive Intermediate
Certified Penetration Testing Engineer (CPTE) $550 Offensive Beginner
Certified Information Systems Auditor (CISA) $575 Management Advanced

Certified in the Governance of Enterprise IT 
(CGEIT)

$575 Management Advanced

Certified Information Security Manager (CISM) $760 Management Advanced
EC-Council Certified Security Analyst (ECSA) $999 Fundamental Beginner

*** ChatGPT training data was not more than 2021
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Fundamental Cybersecurity Certification

Fundamental Cybersecurity Certification

- CompTIA Security+
- (ISC)² Certified in Cybersecurity (CC)
- (ISC)² Systems Security Certified Practitioner (SSCP)
- GIAC Security Essentials (GSEC)
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Fundamental Cybersecurity 
Certification
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Fundamental Cybersecurity 
CertificationExample of Security + performance-based exam question 
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Fundamental Cybersecurity 
Certification



© Copyright 2022. Secure D Center. All rights reserved. 19

Fundamental Cybersecurity 
Certification
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Fundamental Cybersecurity 
Certification
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Fundamental Cybersecurity 
Certification
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Fundamental Cybersecurity 
Certification



© Copyright 2022. Secure D Center. All rights reserved. 23

Offensive Security Certification

Offensive Security 
Certification

- GIAC Penetration Tester (GPEN)
- GIAC Exploit Researcher and Advanced Penetration Tester (GXPN)
- GIAC Certified Web Application Defender (GWEB)
- Offensive Security Certified Professional (OSCP)
- Offensive Security Web Assessor (OSWA)
- Offensive Security Web Expert (OSWE)
- CompTIA Pentest+
- ECCOUNCIL – Certified Ethical Hacker (C|EH)
- Certified Red Team Professional (CRTP)
- eLearnSecurity Mobile Application Penetration Tester (eMAPT)
- GIAC Mobile Device Security Analyst (GMOB)
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Offensive Security 
Certification
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Offensive Security 
Certification
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Offensive Security 
Certification
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Defensive Security Certification

Defensive Security 
Certification

- CompTIA CySA+
- ECCOUNCIL – Computer Hacking Forensic Investigator (CHFI)
- eLearnSecurity Certified Digital Forensics Professional (eCDFP)
- GIAC Reverse Engineering Malware (GREM)
- GIAC Security Operations Certified (GSOC)
- Blue Team Level 1 (BTL1)
- Blue Team Level 2 (BTL2)
- Offensive Security Defence Analyst (OSDA) certification
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Defensive Security 
Certification
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Defensive Security 
Certification
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Defensive Security 
Certification
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Cybersecurity Management & Audit Certification

Cybersecurity Management 
Certification

- (ISC)² Certified Information System Security Professional (CISSP)
- ISACA - Certified Information Security Manager (CISM)
- ISACA - Certified Information Systems Auditor (CISA)
- CompTIA Advanced Security Practioner+ (CASP+)
- ITIL Managing Professional (ITIL MP)
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Cybersecurity Management Certification
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Certified Information Security Manager (CISM) 

Cybersecurity Management Certification
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Certified Information Systems Auditor (CISA)

Cybersecurity Management Certification
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Cybersecurity training platform 

Certification from Cybersecurity training platform

- SECPlayground
- Hack The Box (HTB)
- TryHackMe
- PentesterLab
- Cyberdefenders
- Rangeforce
- Letsdefend
- Portswigger
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4 notice about certification

*** Disclamer: The list of Certification was gathering from Reddit user only

- Certification mean nothing if you cheat it.
- Certification mean nothing when you on the field.
- Certification shall support by company.
- Certification need to maintain.
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- https://www.reddit.com/r/cybersecurity/comments/x5c0yi/if_you_could_only_obtain_3_Certifications_which/
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- https://www.reddit.com/r/cybersecurity/comments/yti6wu/certifications/
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- https://www.reddit.com/r/cybersecurity/comments/vqm516/certifications_on_the_road_to_ciso/
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- https://www.reddit.com/r/cybersecurity/comments/ta1xnt/which_certifications_should_you_go_for/
- https://www.reddit.com/r/cybersecurity/comments/v779tk/certification_and_career/
- https://www.comptia.org/
- https://www.offensive-security.com/
- https://www.isc2.org/
- https://www.isaca.org/
- https://www.eccouncil.org/
- https://www.sans.org/
- https://securityblue.team/
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