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CISSP-ISSAP, CISSP, CSSLP, CREST (CRT, CPSA), CISM, eCXD, 
eWPTX, eMAPT, GXPN, OSWE, OSCE, OSCP, SPSE, CompTIA 
PenTest+, CDPSE

- Principal Cyber Security Consultant

- Penetration Testing
- Research new vulnerabilities
- Developing hacking tools
- Instructor of Ethical Hacking and Security Workshop
- Instructor of Secure Coding and Ethical Hacking
- Blog writer at https://mayaseven.com



CYBERSECURITY CAREER PATHWAY

https://www.cyberseek.org/pathway.html



My Certificates



ทําไมเราตองมี Cybersecurity Certificates

• คูคาใหคุณคาเพ่ิมความนาเช่ือถือในการใหบริการ
• ผูบริหารหรือ HR ใหคุณคาชวยใหเติบโตในสายงาน Cybersecurity

• พิสูจนหรือพัฒนาตัวเองวาเรามีความรูจริงตามมาตรฐานสากล

Ref: (ISC)2 Cybersecurity Workforce Study, 2021



Types of cybersecurity certifications

Ref: (ISC)2 Cybersecurity Workforce Study, 2022



(ISC)2



(ISC)2

• CISSP - Certified Information Systems Security Professional
• CISSP-ISSAP - Information Systems Security Architecture Professional

• CSSLP – Certified Secure Software Lifecycle Professional



CISSP - Certified Information Systems Security Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CISSP



CISSP - Certified Information Systems Security Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CISSP



CISSP - Certified Information Systems Security Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CISSP

CISSP exam registration fee $749



CISSP - Certified Information Systems Security Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CISSP



CISSP-ISSAP - Information Systems Security Architecture Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CISSP-ISSAP



CISSP-ISSAP - Information Systems Security Architecture Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CISSP-ISSAP



CISSP-ISSAP - Information Systems Security Architecture Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CISSP-ISSAP



CISSP-ISSAP - Information Systems Security Architecture Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CISSP-ISSAP



CSSLP – Certified Secure Software Lifecycle Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CSSLP



CSSLP – Certified Secure Software Lifecycle Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CSSLP



CSSLP – Certified Secure Software Lifecycle Professional

Ref: (ISC)2 THE ULTIMATE GUIDE TO THE CSSLP



ISACA

• CISM - Certified Information Security Manager
• CDPSE - Certified Data Privacy Solutions Engineer



CISM - Certified Information Security Manager

https://www.isaca.org/credentialing/cism/cism-exam-content-outline



Offensive Security

• OSCP - Offensive Security Certified Professional 
• OSWE - Offensive Security Web Expert 

• OSCE - Offensive Security Certified Expert



OSCP - Offensive Security Certified Professional 

• Infosec professionals transitioning into penetration testing
• Pentesters seeking one of the best pentesting certifications

• Those interested in pursuing a penetration tester career path
• Security professionals

• Network administrators
• Other technology professionals

Who is this course for?



OSCP - Offensive Security Certified Professional 

All students are required to have:
• Solid understanding of TCP/IP networking

• Reasonable Windows and Linux administration experience

• Familiarity with basic Bash and/or Python scripting

About the exam:

• 24-hour exam

• Proctored
• $1599 USD



OSCP - Offensive Security Certified Professional 
Penetration Testing with Kali Linux Syllabus

1 Penetration Testing with Kali Linux

2 Getting Comfortable with Kali Linux

3 Command Line Fun

4 Practical Tools

5 Bash Scripting

6 Passive Information Gathering

7 Active Information Gathering

8 Vulnerability Scanning

9 Web Application Attacks

10 Introduction to Buffer Overflows

11 Windows Buffer Overflows

12 Linux Buffer Overflows

13 Client-Side Attacks

14 Locating Public Exploits

15 Fixing Exploits

16 File Transfers

17 Antivirus Evasion

18 Privilege Escalation

19 Password Attacks

20 Port Redirection and Tunneling

21 Active Directory Attacks

22 The Metasploit Framework

23 PowerShell Empire

24 Assembling the Pieces: Penetration Test Breakdown

25 Trying Harder: The Labs

https://www.offensive-security.com/documentation/penetration-testing-with-kali.pdf



OSCP - Offensive Security Certified Professional 
Exam Structure

60 points

3 independent targets

• 2-step targets (low and high privileges)

• Buffer Overflow may (or may not) be included as a low-privilege attack vector

• 20 points per machine

• 10 points for low-privilege

• 10 points for privilege escalation

40 points

2 clients

1 domain controller

• Active Directory set

• Points are awarded only for the full exploit chain of the domain

• No partial points will be awarded

https://help.offensive-security.com/hc/en-us/articles/360040165632-OSCP-Exam-Guide

You must achieve a minimum score of 70/100 points to pass the exam

https://help.offensive-security.com/hc/en-us/articles/360040165632-OSCP-Exam-Guide


OSWE - Offensive Security Web Expert 
Syllabus

1 Cross-Origin Resource Sharing (CORS) with CSRF and RCE

2 JavaScript Prototype Pollution

3 Advanced Server-Side Request Forgery (SSRF)

4 Web security tools and methodologies

5 Source code analysis

6 Persistent cross-site scripting

7 Session hijacking

8 .NET deserialization

9 Remote code execution

10 Blind SQL injection

11 Data exfiltration

12 Bypassing file upload restrictions and file extension filters

13 PHP type juggling with loose comparisons

14 PostgreSQL Extension and User Defined Functions

15 Bypassing REGEX restrictions

16 Magic hashes

17 Bypassing character restrictions

18 UDF reverse shells

19 PostgreSQL large objects

20 DOM-based cross site scripting (black box)

21 Server-side template injection

22 Weak random token generation

23 XML external entity injection

24 RCE via database functions

25 OS command injection via WebSockets (black box)

https://www.offensive-security.com/documentation/awae-syllabus.pdf



OSWE - Offensive Security Web Expert 
Exam Structure

https://help.offensive-security.com/hc/en-us/articles/360046869951-OSWE-Exam-Guide

You must achieve a minimum score of 85/100 points to pass the exam

https://help.offensive-security.com/hc/en-us/articles/360040165632-OSCP-Exam-Guide


GIAC - Global Information Assurance Certification

GIAC Exploit Researcher and Advanced Penetration Tester (GXPN)



GIAC - Global Information Assurance Certification

Areas Covered
• Network Attacks, Crypto, Network Booting, and Restricted Environments

• Python, Scapy, and Fuzzing

• Exploiting Windows and Linux for Penetration Testers

Who is GXPN for?
• Network Penetration Testers

• Systems Penetration Testers

• Incident Handlers

• Application Developers
• IDS Engineers

• Security personnel responsible for assessing target networks, systems and applications to find vulnerabilities



eLearnSecurity

• eMAPT - eLearnSecurity Mobile Application Penetration Tester
• eWPTXv2 - eLearnSecurity Web application Penetration Tester eXtreme

• eCXD - eLearnSecurity Certified eXploit Developer



[Thai]Cybersecurity supply/demand workers 



The Roadmap to Becoming A Penetration Tester

https://www.facebook.com/LifeAtMayaseven

The Roadmap to Becoming A Penetration Tester
สําหรับใครที,อยากทํางานเป็นนกัทดสอบเจาะระบบแตไ่มรู้่จะเริ,มศกึษาอะไร

จดัตามรายการได้เลยครับ 🙂

1. OWASP Testing Guide
https://owasp.org/www-project-web-security-testing-guide/

2. Guideline for Penetration Testing
http://www.pentest-standard.org/index.php/Main_Page

3. OSCP-like materials
3.1. Hack The Box (Find OSCP like machines and Active Directory)
3.1.1 Consider reading the walkthrough of the retired machine to get the grip of the 
penetration testing method.
3.1.2 Or you can find the walkthrough video on the IppSec channel 
(https://www.youtube.com/c/ippsec/videos)
https://app.hackthebox.com/tracks/Active-Directory-101
3.1.3 Hack the Box Academy: https://academy.hackthebox.com/

4. TryHackMe
https://tryhackme.com/

5.Burp Suite Web Security Academy
https://portswigger.net/web-security
https://portswigger.net/web-security/all-materials
https://portswigger.net/web-security/all-labs
https://portswigger.net/web-security/learning-path

6. Pentesterlab

https://pentesterlab.com/

7. vulnhub
https://www.vulnhub.com/

https://tryhackme.com/
https://portswigger.net/web-security/learning-path


เรียนรูเพ่ิมเติม
1. https://www.youtube.com/mayaseven
2. https://www.facebook.com/LifeAtMayaseven
3. https://www.facebook.com/mayase7en

https://www.youtube.com/mayaseven
https://www.facebook.com/LifeAtMayaseven
https://www.facebook.com/mayase7en


info@mayaseven.com

02-026-3231
https://mayaseven.com


