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ABOUT TB-CERT

Thailand Banking Sector Computer Emergency Response
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» Mission

» Organization structure & Collaboration
» Member
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Mission

“Be a Neutral and Trusted Advisor

I B — C E R I an Expertise hub in Cybersecurity for

Thailand Banking Sector CERT Thailand Banking Sector”

Thailand Banking Sector CERT (TB-CERT) was established with the approval of senior executives of commercial banks
in Thailand, in order to support group members who are bank employees. The exchange of information and experience
of the members is a key for beneficial of financial organizations in Thailand. This is especially useful for the prevention

of cyber threats that may affect the service, resources, or personnel of an organization. The TB-CERT has four main

tasks including data exchange, incident response, standardization, and human resources development. E%

LLl ¢

@STANDARDIZATION o) AWARENESS RESEARCH & T\ SERVICES I =

‘Vmﬂ . DEVELOPMENT M E

Human Development Develop standard for members Building awareness for public Do research and study new Provide service to members I_ E
-Training, -Workshop in terms of Cyber security technologies such as incident handling,

-Cyber combat, -Cyber Drill News alerts, Technical
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Organization Structure & Collaboration
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TB—CERT Current Members (28)
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Top Cyber Threat Trend in Banking Sector 2022
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» Cyber Threat in the News

> How does the threat actor attack

» Fake SMS-LINE-Website-FB App
» TB-CERT Role
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Top CyberThreat Trend in Banking Sector 2022

Technical Rec.ommendat'lon T o e
Threat Intelligence sharing > R dati
Proactive Incident Response ecommendation

» Monitoring
» Update IR Playbook

oRansomware
e Phishing

Abuse

° API| Abuse

GSuppIy Chain

Cross sector collaboration
User awareness
Threat Intelligence

>
0
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@)
c
-
—

e Emerging

Threats

o Future

of Work
Fvolving Cloud o API| Abuse

Risks

i

Reference: Gartner - How to Respond to the 2022 Cyberthreat Landscape
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. CyberThreatsin the News
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How does the threat actor attack?
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PA Observation on Suspicious Activities:

Fake SMS- Fake LINE — Fake Website — Fake Facebook App

3 SMS
Threat Patterns
@ SMS Sender Name «

act the Same with Bank use

@ SMS Sender Name

Similar to Bank use

@ SMS Sender Name

Not Specific to Bank use

CERT
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2 Observation on Suspicious Activities:
Fake SMS- Fake LINE — Fake Website — Fake Facebook App

SMS Sender Name

xact the Same with Bank use

Bank A >

BOAIN
n.6ua 113

uwdaidiou! 79il fivandwianndauilu
Bank A ¥i3811I89IUA9%) &9 SMS,

LINE, Social Media, E-mail §iaanly

gadulgduasnvasnzadoyadiugd

nypnagmavdaviansandayala
Bank A laifiu Tounsaadoyadiuarves

ynuruaan g nauLaatne la

(#984N)

- ¥ .
uAnT 15:03

qmqnﬁ"lghummﬁﬂafiuﬁn"uLs'lu.é':l
dgauanun: cutt.ly/im3jXqJ

ol 4G (4 )

SMS Sender Name
284 su1A1s Bank A

SMS 2aaua5INg9aINn
su1a1s Bank A 24
SIEE ki1

SMS ilaaunausa delay

1432 SMS Sender

Name wiauaas su1Ag

SMS Threat Pattern #1
(14 SMS Sender Name uiiauaas su1as)

Auansznuanningizidlugluuy SMS 7
JanNendnsullszaraulunig

AUNALAZ LN LEIZTz1979 SMS a5

ansu1A1s nu SMS daanannausisa

TB-CERT
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2 Observation on Suspicious Activities:
Fake SMS- Fake LINE — Fake Website — Fake Facebook App

SMS Sender Name
Similar to Bank use

ol 4G (4 )

S @0

BOAINN
n. 6 u.A 1131

135 SMS dannuasands SMS Threat Pattern #2
2 ansurans Bank A (4 SMS Sender Name aarsaas su1A19)

o fuanszyuannwszitlugduuy SMS 7

[Bank A] uiraeiz aalds G NAGT e e ea JAMNEINTAIRINNAIUSULUSE I U

200,000u1m, LINE:
rb.gy/dyyhim

IB-CERT
Thailand Banking Sector CERT
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2 Observation on Suspicious Activities:
Fake SMS- Fake LINE — Fake Website — Fake Facebook App

@ (o)

+66 94-304-2789

Text Message
Saturday 12:42 PM

[Bank A] 1 1@50aNT
R 320,000 AAN
cut. M-syxit

SMS Sender Name
Not Specific to Bank use

[Bank A] aufisaeirz grulssu
200,000wu1m, LINE:
rb.gy/dyyhim

il 4G %) SMS ﬂ@@uﬁ.ﬂu’;’lﬂ‘ﬁ'
Sender Name
L lailanzassunans Bank A

Bank A ESKYMKT

135 SMS dannasangs
ansu1as Bank A

SMS ilaaunausa d9alaai

3 wav i laq dusuians

LRUARUY

SMS Threat Pattern #3
(14 SMS Sender Name v2l1/1si1a1zaq
fUIANS)

wapusalilald SMS Sender Name
LANAUADIEUIANS WA LT LU NN LA

o " @ < =
N la2tusurAig wusduuun

IB-CERT
Thailand Banking Sector CERT
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Observation on Suspicious Activities:
Fake SMS- Fake LINE — Fake Website — Fake Facebook App

Attacker start using SMS attack
to Thai bank customers

Current Incident Response
Process are NOT enough to deal
with new type of attacks

Sep — Oct 2020 (via Email)
Oct- Dec 2020 (via SMS)

* Detected/Reported SMS Threat
Patternl

* SMS Registration process and
White-List for Bank’s SMS Sender

* Incident Response process

Attack timeline

(spfinmsvinntisnes SMS Threat)

SMS Sender Name = KMA, SCB

1. Same Bank SMS Sender Name 4.2, 5C8

2. Almost close to Bank SMS Sender ¢, KMA, KM.A, 5C6
3. Mot even elose to Bank Sender e g_ InfoSMS, InfoQSMS

ype of SMES Threat __SM sentfrom _Apr May un_Aug_Sep _Oct_Grand Toul

WS Threat Type 1 Telca C 1 3
Unknown 1
Total SMS Threat Type 1 2 3
MRS Threat Type 2 TelaC 1
unknown 4 1
Total S5 Threat Type 2 4« 2
MRS Threat Type 3 Telco A 1

Executive Summary: SMS Threat landscape in Thailand
during Apr - Oct 2021

. Total 30 incidents in 7 months have been reported and

= o

Nov 2021

° victims
17 January 2022 v

0CBC Bank makes goodwill payouts to SMS Phishing

in [ £]

MAS and ABS Announce Measures to Bolster the

Security of Digital Banking
LSS | Published Date: 19 January 2022

“The greatest victory is that

which requires no battle.”
Sun Tzu, Art of War

Tactical

SMS Phishing SMS Sen

Mobile Banki

-
o
w
o
f
(o]
Jas}
(@)
a

)

Thailand Banking




PA Observation on Suspicious Activities:

Fake SMS- Fake LINE — Fake Website — Fake Facebook App

Facebook ilaay M Facebook a34

Iljl-jlﬂga\)KU'lU Facebook confirmed this is the authentic
gfﬁggkggo}( PAGED Verified Badge 1 ! profile for this public figure.

I —

& PhotoyVideo Checkin o Tag Friends
Y

£ .
Uaﬂlafiaaﬂ PINNED POST Bangkok Bank © - sunansuvvilszinang -

] .
@BangkokBankOfficial - Bank v .. Bank of Thailand o
i / 750K followers » 41 following

THALAND

@ FACEBOOK PAGE

T D 19 at 11:00 AM -
|b 732 people like this et

KBank Live © Krungsri Simple ©
a 780 people follow this @KBankLive - Bank @KrungsriSimple - Commercial Bank

SCB Thailand @ GSB Society ©

wa Facebook ‘dasyn” dnldfasasnuns

[ ° 6 v = e
Verified Badge uanlariias
t/ b ttbbanke
. @ttbbankofficial - Financial service 1 6
Ref: https://www.scb.co.th/th/personal-banking/stories/tips-for-you/fake-sms.html

IB-CERT
Thailand Banking Sector CERT
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PA Observation on Suspicious Activities:

Fake SMS- Fake LINE — Fake Website — Fake Facebook App

LINE daau LINE as4

- @2
LINE Uaou @"S" e

Your Trusted Partner
- - 3

WS

- (© SCB Connect

’ oo Tol 1,000.00u W

o A3
15159
alalac Gn . vaw/ Tewiv 500 00u W
o visdutngl Account oo -
0 MRSt ninTiEy W& =us ==

PAAaw S lfesont s

doviinSovKLNE

LINE ‘daayn’ 14ladmn O ruhBonoimr
LINE 59598 “Taimen” dnunaauanimniis [y arr re sty Wy a8 s[4 3 T praereloy

© SCB Thailand

IB-CERIT
ailand Banking Sector CERT

Th
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PA How does the threat actor attack?

Pattern from 2020 t0 2022

(Y M ahNotSecure—regotheom & () + )

(@ ! Wircless. G snivym. acecomb.. @ Howtoev. % vlanowe. @ wimdn|n...

Phishing A (18 AN —
Site 3 2 T,
ARTLNRANDTNURH AN LA L

e insannasu

Phishing * Iuaslilsunsu RAT

Site
ol msioulud nmmmsnmuuluuwduimﬁu’td]

LINE, Phishing
URL/QR Facebook Site
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P& TB-CERT Role

AN NI waz unumuinnaas TB-CERT

R aafu FUATU ands=AnEam  wazaldduauy  vhaouaigdu

Goals Defined in 2006 version of 1P 3-13 |Desired Effects on the Adversary)

\zsTu HIDS Patch DEP

Privilege AV,

GndaiauifuuiAia m HIDS
vilvwane restriction Sandbhoxing
asdaaiuddd HIDS Firewall NIPS DNS/IP
ACL redirection
Vunadssinend Audit log QoS Honeypot
Objective Deception [Deception

|| petet | Dewy | [Dispt | Degrade | Deceive |  Destroy |
x
= vuayadhwing Firewall Interupt False
§ ACL spidering addresses
g IRILEET SRR =Tl Weaponization NIDS
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P& TB-CERT Role

AN NI waz unumuinnaas TB-CERT

R aafu FUATU ands=AnEam  wazaldduauy  vhaouaigdu

Goals Defined in 2006 version of 1P 3-13 |Desired Effects on the Adversary)

—mm

vuayadhwing m Firewall Interupt
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vilvwane restriction Sandboxing
Firewall MIPS DNS/IP
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Digital Fraud

Digitalfraud is when criminals try to use email, websites, malicious software or
other methods to learn your personal detailsor trickyou into paying them. e.g.
Phishing, Malware, Identity takeover

n135uNanalnanIeAana

Uncontrolled Environment nsiehsedstiaeiugiunsaniloun acnuidnla + aougania

TB-CERT
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P& TB-CERT Role

AN NI waz unumuinnaas TB-CERT

dmnauld Share Informatlon laiin Advanced Cyber Attack
n175uNA ﬂ@muﬂﬂumwmmvhLqmmumu INFNZUNATDYA L'W@‘jj@\‘]ﬂu RESAR

Sector CERT
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TB-CERT Role

AN NI waz unumuinnaas TB-CERT

@)
| }éRT MISSION —————

,Q SERVICES

Cyber Threat

“WSTANDARDIZATION ~ of) AWARENESS
V= ] . DEVELOPMENT

WARLILARINTAY AupAsgIUAL afAunmninias AuaTARIUIA mslWuEnisurisunang
) . N - P . Ve -
Cybersecurity 184 Cybersecurity Wiy ANATNATY Cybersecurity iy | aundn
NASUIATT MANNIIUIATT Cybersecurity MANIEUIATT
FAMFuMANIEUNANT

®D < TB-CERT take key role to drive collaboration and
/\ 0% Balan st el information sharing between financial
Bm( institutions, other CERTs and other international

mm agencies both domestic and international.
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5 Pillars Activities Lead to Mission

5 wwaninldgwusnalutl 2022

» Professional Development
» Standard Guideline

» Security Awareness

» Research Activities

» Services Result

» Key Take away for public
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5 Pillars Activities Lead to Mission

," OPLE

WAUILYARINTANY

Cybersecurity ans

NMIATUIANT

%STANDARDIZATION
v P

ANYUANIATFIUATY
Cybersecurity i
NIANITEUNANT

N
~E™ MISSION

TB-CERT

.9»» AWARENESS

A519ANATEIN DAY

ANANNAY

Cybersecurity

AMFUNIANITEUIANS

RESEARCH &
DEVELOPMENT

FRUUATHRIUIAY

Cybersecurity 1
ATANITEUIANT

N9 IALINNFUNERIANS

TB-CERT
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Professional Development 1 388

Security Talk & Workshop Cyber Brain (E-Learning)
Cybersecurity hands on Lab with career path
Webinar and workshop provide the knowledge on many Student can develop skills for their career path step

topics which are the trends of cybersecurity
professional should up to date in the following key area
* Cybersecurity & ESG

* CyberThreatintelligence

* Handling ransomware

* Cloud security

* People developmentin cybersecurity

by step. There are a group of skill set that students
have developed are:

* CyberDefense Operation

* Management, Audit, and Legal

* PenetrationTesting

* Incident Response and Digital Forensics

* Cloud Security

* Security Development

* Operation and Maintenance

Cyber Combat &

Cybersecurity Annual Conference

Next Chapter of Building Trust and Collaboration . .
Banking Cyber Drill

Key Result: Understand on

the Preparation and communication
Especially media handling which is the key area Ly
to focus this year

As a theme of the conference the focus area is
on preparation for post covid

There are 418 people, 7 sectors,
7 countries participating the event
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42 teams join combat obtain skills in the areas o
of threat hunting, service attacking, protecting

and maintaining available service




Standard Guideline 2 [ASTANDARDIZATION

10S @ e-cerT ey
1. Update Obsolete '
° Vewnts
.
Mobile OS ; S —
ADERIUZAATHINATRANNNUARDAAY
b szumlpiannlnsdwnisianadmsulaludualniiaiu
Elevate the minimMum mOblle OS ima """"""’-—_""‘_'""""“"‘"" 2294MANTEUIATT
- cmie
Recommendation for Operating System Security of
- s
Mobile Banking Application

) . API Security Standard @

Work with BOT to develop APl standard sumse: i

- . 4 e SounsrinAmafunda amr e
3. Phishing Handling Guideline pETann e

Develop Guideline for TB-CERT Members to
be able to do first aid

(To customer)
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. Security Awareness

AWARENESS

e b
The focused topic is “Digital fraud & wounes
Cyber crime” related to the current e
20MaNIYD

situation. There are 13 topics released
but we found that 10 topics are about
Call Center fraud 3 e s

InsAwrifnoud s muidninnvossy normini
vewnourwsg q iidOdouituovouiumsnssrhin
Moyt Toulril: WG W

4
L9324

810U
A o o & a
WWannsuiInaariuaasinIvaanaldlilanin
AR INYTINNES TUTBURINaaLTUIAaTRAENADY

a dw o A ' o o v a
6 MNABIYN Lua’nagamumﬁa"lmmmj‘lﬁmmi
Fake News Suilaatingls
319 gn‘lmi YpIuninoatiulaas

Qs i‘: 1 = = -~ 1 t: v 1
nannsnalndatilng (ma 1) Saardwiutasmailunnaesnadslaadngls
m@‘]ﬁ’u
nanmMInalnsatalng (Ma 2) vadmauiineatiuiaasnuilefia Android
1821 dnflariaufaazaunu nanmifadie g welwguuds! newaniduwmie
JaanTwW
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Thailand Banking Sector CERT



Research Activities e

1. Information Categorization 2. Threat Intelligence Study Group
Identify trends of cyber attack led to technical recommendation * Analyzingphishingtechnique capture by banking
and awareness program development sector

» Strategic Threat
Intelligence: study result
motivate to rethink
processes of sharing more
reported phishing emails
Operational Intelligence:
improve proactive hunting

program and develop EE

detection methodology Tk

e Detection method for unauthorized vulnerability Scan Ll) E

from external m:

m Critical Vunerability = Cyberwarfare = Malware Campaign I— E
Others = Ransomware = Supply Chain

Ref. 6llyﬁ)ﬂallﬁ 9N Alert i8¢ Technical recommendation TB-CERT



Services Result
A

ALERTS

TECHNICALRECOMMENDATION(TR)

Alert and release technical
recommendation
To members

Critical vulnerabilities are
increasing
State-sponsor attacks has

become significant monitored
Ransomwares by several
groups are still active

R

INCIDENT
HANDLING

Handlethe incident for members and
analysis the data

G\ SERVICES

CERT
COLLABORATION

Build relationship and collaborate
with both Thaiand International
CERT for collectingmore information
and threats

The number of incidents
have been increasing

Fake Official LINE and Official
SMS Sender Name change

from Type 1 to Type 3 (Not
Specific to Bank use)

TB-CERT is a sectorial CERT
under Cybersecurity Act. and

support for many sectors
who must set up CERT

TB-CERT

Thailand Banking Sector CERT
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