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CYBERCRIME - Published November 16, 2022 1:44pm EST

Cyber attack on major hospital
system could affect 20 million
Americans

[ www.foxnews.com/politics/fbi-charges-three-irania yber-attacks-targeting 3l-us-governments-pow mpanies A A Y
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FBI * Published September 14, 2022 12:00pm EDT

FBI charges three Iranians in cyber
attacks targeting local US
governments, power companies

AN https://www.foxnews.com/tech/cyber-attack...



wansatlaadnmelziwasans 9 NCS
dnuy

Michigan State hit by ransomware threatenmg Ieak

of student and financial data  ET\% spltal m by Hackerus,j Baby i 111“ -
ye 5 "‘he Case of the First Alleged Ran/ 0
Death

gWnic issues ‘urgent’ recall of insulin | "
ler vulnerable to hacks lavuasus:=u1uu Nd1 23,000 S19

t alert a_round these devices

EA ~ _! .-

R Y

= 0 53618
(¥) 0 e
meuﬁ/mmgem \0365'5 00258 88 S

\

Third-party software Vulnerablhty
‘\ could endanger medical devices, FDA
~ » and DHS warn |
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Top Strategic Technology
Trends for 2022

Composable Distributed

Data Fabric Applications Enterprise

Cvybersecurity Decision Total
Mesh Intelligence Experience

Privacy-
Enhancing Hyperautomation
Computation

Autonomic
Systems

Cloud-Native

Platforms Al Engineering Generative Al

Gartner
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A comparison of the top 5 industries with the
highest number of malware detections
‘Izllﬁ‘:lgctjl/gacturing ?g;‘)ﬁo" I\ZIIIaBncL)l/(f)acturing ‘T%Ig;:ion
a0 | 2% Gosermment | Technology
T [t poare | oo
1H 2021 1H 2022

Source: Trend Micro 2022 Cybersecurity Report
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A Timeline of

Global Risks

" Environmental @ Societal

%ofrespondents  TiMeframe: 0-2 years

Extreme weather 31.1%

@ Technological

‘ Eco

Livelihood crises 30.4%

Climate action failure 27.5%
Social cohesion erosion 27.5%
Infectious diseases 26.4%

Mental health deterioration 26.1%
Cybersecurity failure 19.5%

Debt crises 19.3%

Digital inequality 18.2%

Asset bubble burst 14.2%

NCS

dnuy

When Will These Major Global Threats
Become a Serious Problem Worldwide?

Each year, the World Economic Forum releases its Global
Risks Report, which highlights the top risks that pose a
threat to the world in the next decade.

Global Risks Landscape 2021 ECONOMIC
N

Top Global Risks by Likelihood

3rd
Extreme Climate action Human Infectious diseases Biodiversity loss
weather failure environmental
damage

6th gth

Digital power Digital inequality lmatslato relations Cybersecurity failure Livelihood crises
concentration

Top Global Risks by Impact

5t
Infectious Climate action waa of Biodiversity loss Natural resource
diseases failure crises
Human Livelihood crises Extreme weather Debt crises IT infrastructure
environmental breakdown
damage

Bl Economic M Environmental Bl Geopolitical Wl Societal Wl Technological

Sourca: World Economic Forum Global Risks Report 2021
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Internet attacks against small businesses

Jan-April 2021 | Jan-April 2022

= Indonesia
E Malaysia
’ Philippines
Singapore
mmm  Thailand
Vietnam

Source: Kaspersky

615,491
99,221
57,388
25,061

152,848

478,967

2,063,711
225,025
224,248
206,727
317,347

528,360

BANGKOK POST GRAPHICS



Top 10 Ransomware by Family — Thailand NCS:

Thailand (TH)

Family
WCRY 413
LOCKBIT 149
CONTI 39
BLACKCAT 47
STOPCRYPT 45
SODINOKIBI 32
GANDCRAB 31
MOUNTLOCKER 23
HIVE 15
EGREGOR 14
Others 1,052
Total 1,910

Source: Trend Micro 2022Smart Protection Network (SPN)
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12 Cybersecurity Trends Every CISO
Must Prepare for in 2023




12 Cybersecurity Trends Every CISO

Must Prepare for in 2023 “I y v 8

T a

1. Account For the Impact of Ransomware Attacks

2. Rebuild Endpoints Using a Sophisticated EDR
NN .\\\\V

3. Emphasize on Implementing Cybersecurity Best Practlces

BN\
4. Invest in Employee Trainings To Ward Off Cyber Attacks

=

5. Zero-Trust Architecture’s Importance Will Grow

AN

U //é

6. Incorporate Policy-as-Code Into Cybersecurity Practices

https://www.spiceworks.com/it-security/cyber-risk-management/interviews/top-cybersecurity-trends-2023/



12 Cybersecurity Trends Every CISO
Must Prepare for in 2023 EE g

v

7. Work Closely With Federal Agencies To Set Security Standards

[ o
8. Be Transparent About Cybersecurity Practices With Customers

-\ NN o
9. Generative Al Adoption Will Grow in Popularlty for Security Tools

NN N\ e
10. Prioritize Cyber Resilience and Risk Reductlon in 2023

N\— NN
11. New Regulations Will Introduce Mandatory Securlty Practices in loT __
\ \\ - @

12. Absence of a Cybersecurity Culture Will Pose a Serious Threat

https://www.spiceworks.com/it-security/cyber-risk-management/interviews/top-cybersecurity-trends-2023/
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Gartner's 8 Cybersecurity Predictions_
for 2023-2025

1. By the end of 2023, modern data privacy laws will cover the personal

information of 75% of the world's population.
<\ m_n\ o "\ \\\\\_/" a
2. By 2024, organizations that adopt a cybersecurlty network architecture will

be able to reduce the financial costs of security incidents by an average of 90%.

NN N
3. By 2024, 30% of enterprises will deploy cloud-based Secure Web Gateway

(SWG), Cloud Access Security Brokers (CASB), Zero Trust Network Access

(ZTNA), and Firewall as a Service (FWaaS), sourced from the same vendor.
——— /

https://krontech.com/gartners-s-cybersecurity-predictions-for-2023-2025




Gartner's 8 Cybersecurity Predictions_
for 2023-2025 L
o

4. By 2025, 60% of organizations will use cybersecurity risk as the primary
determinant in conducting third-party transactions and business relationships.

A e N\ A

5. The percentage of states that enact laws regulating ransomware payments,
fines and negotiations will increase from less than 1% in 2021 to 30% by the
end of 2025.

AN N\ =

6. By 2025, 40% of boards will have a dedicated cybersecurity committee
overseen by a qualified board member.

—

https://krontech.com/gartners-s-cybersecurity-predictions-for-2023-2025



Gartner's 8 Cybersecurity Predictions
for 2023-2025

7. By 2025, 70% of CEOs will build a culture of corporate resilience to protect
themselves from threats from cybercrime, severe weather events, social
events, and political instability.

N N\ N
8. By 2025, cyber-attackers will be able to use operational technology
environments as weapons successfully enough to cause human casualties.

o
E I %

https://krontech.com/gartners-s-cybersecurity-predictions-for-2023-2025
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